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INTRODUCTION

Hanns Seidel Foundation NPC (“HSF, we, us, our”) 1s committed to
protecting the privacy of all parties with whom we interact,
including but not limited to, prospective employees, partners,
visitors, event participants and service providers (“you”) in
accordance with, inter alia, the Protection of Personal
Information Act 4 of 2013 (“POPIA”) and ensuring that your
Personal Information is wused appropriately, transparently,

securely and in accordance with applicable laws.

This Data Privacy Policy (“this Policy”) explains how we protect

and use your Personal Information.

By providing us with your Personal Information, you -

1.3.1 agree to this Policy and authorise us to process such

information as set out herein; and

1.3.2 authorise HSF, its Associates, service providers,
partners and other third parties to process such

information for the purposes stated herein.

We will not use your Personal Information for any other purpose
than as set out in this Policy and will endeavour to protect
your Personal Information that 1is in our possession from

unauthorised alteration, loss, disclosure or access.

We may review and update this Policy from time to time. The

latest version of this Policy is available on request.

DEFINITIONS
Unless otherwise expressly stated, or the context otherwise

requires, the words and expressions listed below shall, when

used in this Policy, bear the meanings ascribed to them:
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“Associates” means HSF’s shareholders and the directors,

employees and consultants of HSF;

“consent” means any voluntary, specific and informed
expression of will in terms of which permission is

given for the processing of Personal Information;

“HSF” means Hanns Seidel Foundation NPC, registration

number: 1991/006712/08;

“Operator” means any person or entity that processes

Personal Information on behalf of a Responsible Party;

“Personal Information” means information relating to an
identifiable, living, natural person, and where
applicable, to an identifiable, existing Jjuristic

person, including, but not limited to —

2.1.5.1 information relating to the race, gender,
sex, pregnancy, marital status, national,
ethnic or social origin, colour, sexual
orientation, age, physical or mental
health, well-being, disability, religion,
conscience, belief, culture, language and

birth of the person;

2.1.5.2 information relating to the education or the
medical, financial, criminal or employment

history of the person;

2.1.5.3 any identifying number, symbol, e-mail
address, physical address, telephone
number, location information, online
identifier or other particular assignment

to the person;
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2.1.5.4

2.1.5.5

2.1.5.6

2.1.5.7

2.1.5.8

the biometric information of the person;

the personal opinions, views or preferences

of the person;

correspondence sent by the person that is
implicitly or explicitly of a private or
confidential nature or further
correspondence that would reveal the

contents of the original correspondence;

the views or opinions of another individual

about the person; and

the name of the person if it appears with
other personal information relating to the
person or 1if the disclosure of the name
itself would reveal information about the

person.

.1.6 “processing” means any operation or activity or any set

of operations, whether or not by automatic means,

concerning Personal Information, including —

2.1.6.1

2.1.6.2

2.1.6.3

the collection, receipt, recording,
organisation, collation, storage, updating
or modification, retrieval, alteration,

consultation or use;

dissemination by means of transmission,
distribution or making available in any

other form; or
merging, linking, as well as restriction,

degradation, erasure or destruction of

information;
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2.1.7 “Responsible Party” means the entity that decides how and

why Personal Information is processed; and

2.1.8 “Special Personal Information” means information pertaining to:

2.1.8.1 the religious or philosophical beliefs,
race or ethnic origin, trade union
membership, political persuasion, health or
sex life or Dbiometric information of a

person; or

2.1.8.2 the criminal behaviour of a person to the
extent that such information relates to the
alleged commission by a person of any
offence or any proceedings in respect of any
offence allegedly committed by a person or

the disposal of such proceedings, and

2.1.9 “Work” means our project and partner work, including

events and publications.

COLLECTION AND USE OF PERSONAL INFORMATION

Source of Personal Information

3.1.1 We may collect or obtain Personal Information about

you -

3.1.1.1 directly from you;

3.1.1.2 in the course of our relationship with you;

3.1.1.3 in the course of our Work;

3.1.1.4 when you make vyour Personal Information
public;
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3.2

3.1.1.5 when you register for or attend one of our

events;

3.1.1.6 when you visit and/or interact with our

Website or our social media platforms; or

3.1.1.7 when you visit our offices.

Personal Information from other sources will be

collected where it is publicly and/or commercially

available.

Categories of Personal Information

We collect and process Personal Information only for
purposes relating to our Work and only to the extent

relevant.

The categories of Personal Information we collect and

process include:

3.2.2.1 personal and demographic details (e.g.
name, ID number, gender, photograph,

nationality, etc.);

3.2.2.2 contact details (e.g. telephone number,

email address, physical address, etc.):;

3.2.2.3 employment details (e.g. name of employer,

job title, etc.);

3.2.2.4 location details;
3.2.2.5 financial information (e.qg. financial
statements, details of income and

remuneration, payment details such as
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billing address, payment method, invoice

records, etc.).

We also collect and process Special Personal
Information, particularly information relating to
race, health, criminal behaviour and Dbiometric
information. This information is collected and
processed solely to enable us to perform our Work in
circumstances where the use of such information 1is

necessary and in accordance with applicable law.

33 Purpose and Legal Bases for Processing

We will process your Personal Information to perform
our Work. We will primarily wuse your Personal
Information only for the purpose for which it was
originally collected. We will wuse your Personal
Information for a secondary purpose only if such
purpose constitutes a legitimate interest and 1is
closely related to the original purpose for which the

Personal Information was collected.

We may use your Personal Information for, amongst

others -
3.3.2.1 our partner and project work;
3.3.2.2 complying with our obligations in terms of

our mandates with you and other contractual

relationships;

3.3.2.3 complying with our legal obligations and
applicable law;

3.3.2.4 recruiltment;

3.3.2.5 statistical purposes;
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3.3.2.6 events and publications;

3.3.2.7 internal management and management

reporting purposes; and

3.3.2.8 safety and security purposes.

DISCLOSURE OF PERSONAL INFORMATION TO THIRD PARTIES

We rely on our partners and other third parties to perform our
Work. This means that we may have to share Personal Information

with the applicable partners and third parties.

To perform our Work, we may disclose your Personal Information
to our Associates, other offices within the HSF group, in
accordance with applicable law and subject to applicable
professional and regulatory requirements regarding

confidentiality.

In addition, we may disclose your Personal Information -

4.3.1 if required by law;

4.3.2 to legal and regulatory authorities, upon request, or
for the purposes of reporting any actual or suspected

breach of applicable law or regulation;

4.3.3 to third party operators (including, but not limited
to, data processors), located anywhere in the world,

subject to paragraph 4.4 below;

4.3.4 where 1t 1is necessary for the purposes of, or in
connection with, actual or threatened legal
proceedings or establishment, exercise or defence of

legal rights; and
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4.3.5 to any relevant party for the purposes of the
prevention, investigation, detection or prosecution of
criminal offences or the execution of criminal
penalties, including, but not limited to, safeguarding
against, and the prevention of threats to, public

security.

If we engage an Operator to process any of your Personal
Information, we recognise that any Operator who is in a foreign
country must be subject to a law, binding corporate rules or
binding agreements which provide an adequate level of
protection similar to POPIA. We will review our relationships
with Operators we engage and, to the extent required by any
applicable law in force, we will require such Operators to be

bound by contractual obligations to -

4.4.1 only process such Personal Information in accordance

with our prior written instructions; and

4.4.2 use appropriate measures to protect the
confidentiality and security of such Personal

Information.

INTERNATIONAL TRANSFER OF PERSONAL INFORMATION

We may transfer your Personal Information to recipients outside

of the Republic of South Africa.

When personal Information is transferred outside of the
Republic of South Africa, we ensure that the receiver of the
information is subject to a law, binding corporate rules or
binding agreements which provide an adequate level of

protection similar to POPIA.

SECURITY OF PERSONAL INFORMATION
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Your information is safe with us.

We are obliged to provide adequate protection for the Personal
Information 1n our possession. We 1implement appropriate
technical and organisational security measures to protect your
Personal Information that 1s in our possession against
accidental or unlawful destruction, loss, alteration,
unauthorised disclosure, unauthorised access, 1n accordance

with applicable law.

In dealings with third parties, we impose appropriate security,
privacy and confidentiality obligations on them to ensure that
the Personal Information disclosed to them is kept secure. We
will ensure that anyone to whom we pass Personal Information
on agrees to treat such Personal Information with the same level

of protection as we are obliged to.

We will, on an on-going basis, review our security controls and
related processes to ensure your Personal Information remains

secure.

Where there are reasonable grounds to believe that your Personal
Information that is in our possession has been accessed or
acquired by any unauthorised person, we will notify the relevant

Information Regulator and you.

Because the internet is an open system, the transmission of
information via the internet is not completely secure. Although
we will implement all reasonable measures to protect your
Personal Information that 1is 1in our possession, we cannot
guarantee the security of any information transmitted using the
internet and we cannot be held liable for any loss of privacy

occurring during the course of such transmission.

DATA ACCURACY

The Personal Information provided to us should be accurate,
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10.

10.1

10.2

10.3

complete and up-to-date. Should Personal Information change,
the onus is on the provider of such data to notify us of the

change and provide us with the accurate data.

DATA MINIMISATION

We will restrict our processing of Personal Information to data
which is sufficient for the fulfilment of the primary purpose

and applicable legitimate purpose for which it was collected.

DATA RETENTION

We shall only retain and store Personal Information for the
period for which the data is required to serve its primary
purpose or a legitimate interest or for the period required to
comply with an applicable 1legal requirement, whichever 1is

longer.

YOUR RIGHTS

The right to access your personal information

You have the right to establish what Personal Information we
have related to you, including the right to request access to

that Personal Information.

The right to have your Personal Information corrected or deleted

You have the right to request, where necessary, that your
Personal Information must be corrected or deleted where we are
no longer authorised to retain your Personal Information.
Please refer to Form 2 annexed hereto which is to be used for

all such requests.

The right to object and withdrawal of consent to the processing of your Personal

Information
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10.4

10.5

11.

You have the right, on reasonable grounds, to object to us
processing your Personal Information and to withdraw your
consent for the processing of your Personal Information. Please
refer to Form 1 annexed hereto which is to be used for all such

objections.

The right to complain to the Information Regulator

You have the right to submit complaints to the Information
Regulator regarding an alleged infringement of any of your

rights protected under POPIA.

The right to be informed

You have the right to be notified that your Personal Information
is being collected. You also have the right to be notified in
any situation where we have reasonable grounds to believe that
your Personal Information has been accessed or acquired by an

unauthorised person.

CONTACT

Our Information Officer’s contact details are as follows:

Attention: Hanns Bihler
Email: buehler@hsf.co.za
Telephone: +27 21 286 0795
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